=

A

Federal Accounting Standards Advisory Board

October 4, 2019 MEMBER ACTIONS REQUESTED:

Memorandum e Respond to staff questions on p.13 by October 16"

To: Members of the Board

From: Melissa L. Batchelor, Assistant Director

Through: Monica R. Valentine, Executive Director

Subj: Request to review par. 313 of SFFAS 7 Debt Cancellation— Tab H'

MEETING OBJECTIVES

The objective of this session is to consider whether paragraph 313 of SFFAS 7,
Accounting for Revenue and Other Financing Sources and Concepts for Reconciling
Budgetary and Financial Accounting that pertains to debt cancellation needs to be
revised.

BRIEFING MATERIAL

This memo presents background information regarding a request for guidance. The staff
analysis is attached along with questions for the Board on page 13. You may
electronically access all of the briefing material at http://www.fasab.gov/board-
activities/meeting/briefing-materials/.

Attachment A- Staff Analysis

Attachment B- Letter from Department of Homeland Security to Treasury, Bureau
Fiscal Service

Attachment C- Excerpt from Department of Homeland Security 2018 Annual
Financial Report

! The staff prepares Board meeting materials to facilitate discussion of issues at the Board meeting. This material is
presented for discussion purposes only; it is not intended to reflect authoritative views of the FASAB or its staff. Official
positions of the FASAB are determined only after extensive due process and deliberations.
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BACKGROUND

As noted, Treasury and OMB requested that FASAB review paragraph 313 of SFFAS 7,
Accounting for Revenue and Other Financing Sources and Concepts for Reconciling
Budgetary and Financial Accounting that pertains to debt cancellation to determine if it
needs to be revised. Specifically, issues were raised during 2018 agency audits related
to the accounting treatment of a Congressional $16 billion cancellation of debt that
impact several reporting entities and resulted in a material weakness being reported at
one agency.

PHASE

This potential project is in the research and development phase.

NEXT STEPS

The next steps depend on Board member feedback and answers to the staff questions.
If members agree that paragraph 313 needs to be updated, staff will work on proposed
revisions. Staff has also presented options for the Board to consider in moving forward.
For example, the amendment to paragraph 313 may be in a future Omnibus or a
separate Statement. Much of this would be based on Board preference, scope of the
amendments, and the timing and potential of topics for the next Omnibus.

MEMBER FEEDBACK

Please contact me as soon as possible to convey your questions or suggestions.
Communication before the meeting will help make the meeting more productive. You
can contact me by telephone at 202-512-5976 or by e-mail at batchelorm@fasab.gov
with a cc to valentinem@fasab.gov.




Attachment A-
Staff Analysis-Debt Cancellation Issue - SFFAS 7, paragraph 313

Treasury and OMB Request:

Treasury and OMB requested that FASAB review paragraph 313 of SFFAS 7,
Accounting for Revenue and Other Financing Sources and Concepts for Reconciling
Budgetary and Financial Accounting, to determine if it needs to be revised or clarified.
Specifically, they believed there may be a potential disconnect in requirements related
to debt cancellation for financial reporting purposes.

The relevant language from SFFAS 7 is:

313. Cancellation of debt.—The debt that an entity owes Treasury (or other agency) may
be canceled by Act of Congress. The amount of debt that is canceled (including the
amount of capitalized interest that is canceled, if any) is a gain to the entity whose debt
is canceled and a loss to Treasury (or other agency). The purpose of borrowing authority
is generally to provide an entity with capital rather than to finance its operations.
Therefore, the cancellation of debt is not earned by the entity’s operations and is not
directly related to the entity’s costs of providing goods and services. As a result, the
cancellation is a nonexchange gain to the entity that owed the debt and a nonexchange
loss to the lender.

2018 Issue

Treasury and OMB presented a request for guidance based on an issue raised during
the FY2018 audit cycle. Previously, FEMA borrowed $16 billion from Treasury and the
agencies were showing a payable/receivable relationship for that amount. Public Law
115-72 relieved the National Flood Insurance Fund (FEMA) of this liability by cancelling
the debt. See the language below. Pursuant to a provision in a supplemental
appropriations act, Congress cancelled $16 billion of the Federal Emergency
Management Agency (FEMA, an agency of the Department of Homeland Security) debt
to the Treasury Department for the National Flood Insurance Program (NFIP).

PUBLIC LAW 115-72—OCT. 26, 2017:

SEC. 308. (a) Notwithstanding sections 1309, 1310, and 1310a of the National Flood
Insurance Act of 1968 (42 U.S.C. 4016— 4017a) and section 15(e) of the Federal Flood
Insurance Act of 1956 (42 U.S.C. 2414(e)), and any borrowing agreement entered into
between the Department of the Treasury and the Federal Emergency Management
Agency, of the indebtedness of the Administrator under any notes or other obligations
issued pursuant to section 1309(a) of the National Flood Insurance Act of 1968 (42
U.S.C. 4016(a)) and section 15(e) of the Federal Insurance Act of 1956 (42 U.S.C.
2414(e)) that is outstanding as of the date of the enactment of this Act, an amount of
$16,000,000,000 is hereby cancelled. To the extent of the amount cancelled, the
Administrator and the National Flood Insurance Fund are relieved of all liability to the
Secretary of the Treasury under any such notes or other obligations, including for any



interest due under such notes and any other fees and charges payable in connection
with such notes, and the total amount of notes and obligations issued by the
Administrator pursuant to such sections shall be considered to be reduced by such
amount for the purposes of the limitation on such total amount under such section
1309(a). (b) The amount of the indebtedness cancelled under subsection (a) may be
treated as public debt of the United States. (c)(1) This section is designated as an
emergency requirement pursuant to section 4(g) of the Statutory Pay-As-You-Go Act of
2010 (2 U.S.C. 933(g)). (2) The amount provided in this section is designated by the
Congress as being for an emergency requirement pursuant to section 251(b)(2)(A)(i) of
the Balanced Budget and Emergency Deficit Control Act of 1985.

Discussion with FASAB Counsel

Due to PL 115-72 language not specifying how the debt cancellation was to be funded,
FASAB staff asked FASAB’s general counsel (GC) for any legislative insights for debt
cancellation legislation. Specifically, if there is anything implied regarding how it should
be funded? GC was not aware of any legal guidance on how agencies should carry out
an appropriations act directing that debt owed by another federal entity be cancelled.
One point noted was that it could be considered analogous to a waiver under the federal
debt collection statutes, but it would be by analogy only—those laws on their face
wouldn’t apply to this kind of situation.

FASAB staff also notes that when Congress enacts a public law that cancels or forgives
debt, sometimes they may include appropriation language but in other instances, they
may not. FASAB staff inquired of GC if there were particular circumstances for each.
The short answer is that GC was not aware of any consistent practices in that regard.
It's hard to make general statements, as there is a lot of variation in how each individual
appropriations account and program-authorizing legislation is written.

Congress may use different legislative language in different situations. It's not bound to
using one particular approach, and there aren’t legal definitions of the terms used that
would apply across all laws, so you have to look at the language of each statutory
cancellation individually. Typically, Congress won'’t specify the mechanics of how to
achieve the cancellation. It will be up to the relevant agencies to carry out, working in
conjunction with central offices such as Treasury and others to ensure government-wide
procedures are in place.

GC noted in the flood insurance example, Treasury did not need an appropriation of
new budget authority because they have standing authority to manage the General
Fund of the U.S. government? (or often referred to as the “Treasury General Fund”)
among other things, satisfy the cash needs of federal entities exercising statutory
borrowing authority. It should be noted, this could have been accomplished by
appropriating funds to the borrowing agency, with instruction that it be used to pay off
borrowing from Treasury. In other instances, though, budget authority might be needed,
such as to cancel/forgive a debt covered by the Federal Credit Reform Act.

% The General Fund is a separate reporting entity from Treasury.



SFFAS 7

As noted, staff was requested to review SFFAS 7, paragraph 313. The relevant
language from SFFAS 7 is:

313. Cancellation of debt.—The debt that an entity owes Treasury (or other agency) may
be canceled by Act of Congress. The amount of debt that is canceled (including the
amount of capitalized interest that is canceled, if any) is a gain to the entity whose debt
is canceled and a loss to Treasury (or other agency). The purpose of borrowing authority
is generally to provide an entity with capital rather than to finance its operations.
Therefore, the cancellation of debt is not earned by the entity’s operations and is not
directly related to the entity’s costs of providing goods and services. As a result, the
cancellation is a nonexchange gain to the entity that owed the debt and a nonexchange
loss to the lender.

Paragraph 313 is part of Appendix B, Guidance for the Classification of Transactions in
SFFAS 7. Appendix B provides authoritative® guidance on which transactions should be
classified as exchange transactions and which should be classified as nonexchange
transactions or other financing sources. Specifically, the appendix provides guidance for
the classification of specific transactions based on the standards for accounting for
revenue and other financing sources, and the reasoning behind these standards as
explained in the Introduction and the Basis for Conclusions. Cancellation of debt is
included under Intragovernmental Transactions: Nonexchange transactions—
intragovernmental: gains and losses.

Staff also notes that SFFAS 7, Basis for Conclusions provides discussion about the
budgetary process and its linkage to accounting. Certain paragraphs provide detail
about budget authority, as included below:

209. The budgetary process provides a component entity with budgetary resources
through appropriations acts. Budget authority may be provided in the form of
appropriations, borrowing authority, contract authority, or spending authority from
offsetting collections. An appropriation may make funds available from the General
Fund, special funds, or trust funds—including amounts received from earmarked taxes—
or may authorize the spending of offsetting collections credited to expenditure accounts.
Budgetary resources also include unobligated balances remaining from prior reporting
periods and a number of adjustments (e.g., recoveries of prior year obligations).
Execution of the budget includes the obligation of budgetary resources and the outlays
to liquidate the obligations.

210. Borrowing authority is sometimes used instead of appropriations to incur obligations
and make payments to liquidate them out of borrowed money. However, borrowing
money under this authority does not change the net position of the entity. The liability
created by the borrowing is recorded along with the related asset (the cash borrowed).
Repayment of the liability later will normally require the use of an offsetting collection or
an appropriation. Assets acquired as a result of borrowing may be later amortized or

3 Appendix B SFFAS 7 is the only Appendix of an SFFAS that has authoritative status.



written off and become part of an entity’s costs. When this occurs, or in the unusual
event that the borrowing finances expenses rather than assets, the entity’s net position
will be reduced.

211. Contract authority is not a reportable financing source because it only allows
agencies to incur obligations in advance of receiving funds to pay for any resulting
liabilities. The funds to liquidate any resulting liabilities will come from an appropriation or
offsetting collections. For financial statement purposes, a financing source is recognized
in accordance with the appropriate accounting standards for the type of financing
received to liquidate the liability. Under past practice the financing was recognized at the
time liabilities were incurred, but under the new standard the financing will not be
recognized until liquidating appropriations are made available, which may be in the same
reporting period as the liability is incurred or a later period.

212. Appropriations, including permanent indefinite appropriations, are the most widely
used form of budget authority. When obligated by orders for, or receipt or provision of,
goods, services, or benefits, they are reflected as obligations incurred. 43 When used,
appropriations are accounted for as an inflow of resources (i.e., an other financing
source) in calculating net results of operations for the reporting period.

FN43 Amounts appropriated to liquidate contract authority or repay debt are not
available to incur new obligations and hence are not considered budget authority.

Treasury Guidance (posting logic)

Due to PL 115-72 language not specifying how the debt cancellation was to be funded,
DHS/FEMA consulted with Treasury Bureau of Fiscal Service (BFS) which then led to a
series of meetings. Treasury and OMB (in consultation with their counsel) determined
what actions should be taken. They determined that FEMA would receive a “negative
surplus warrant” to repay Treasury.

Per the Treasury guidance, DHS/FEMA was required to record the debt cancellation as
a budgetary financing source “other adjustment” on their SCNP and to show this
financing source as having been used. Therefore, the Treasury guidance required an
increase to DHS’s Fund Balance with Treasury (FBWT) to implement the cancellation
although there was no appropriation provided. All counsels (including OMB and
Treasury lawyers) concurred that the debt cancellation did NOT constitute an
appropriation.

Per Treasury, they believed the negative surplus warrant to be the appropriate
mechanism because it is the only available method to increase DHS’s FBWT. Treasury
explained the negative surplus warrant constituted a budgetary resource for DHS and
its use to cancel FEMA debt constituted a use of budgetary resources.

The posting logic with illustrative transactions is included below:
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Discussion with DHS/FEMA

FASAB staff held a teleconference to obtain the views from representatives from DHS,
FEMA and DHS/OIG.

The representatives from DHS and FEMA explained that there were several meetings
between DHS/FEMA, Treasury and OMB regarding this issue. DHS/FEMA explained
that they believed the cancellation of debt should be recognized as non-exchange gain
in accordance with SFFAS 7. However, after several meetings, Treasury BFS
developed and issued new posting logic, which was added to the TFM in August 2018.
This was intended to enable recording cancellation of debt where there is no
appropriation warrant. DHS and FEMA were uncomfortable with the posting logic, which
included the “negative surplus warrant" to make it appear that FEMA was appropriated
$16 billion to repay debt. Based on discussions, most of the decisions were driven by
those from the OMB Budget Review Division (consistent with legal counsel guidance).

Despite concerns, DHS/FEMA prepared September 30, 2018 financial statements in
accordance with the Treasury prescribed posting logic. During the FY 2018 audit of
DHS, the auditors identified this reporting treatment as a material weakness. In order
not to lose the unmodified opinions on their AFR and closing package audits, DHS
made the correcting entry required by the auditors to undo the posting logic, and
recognize a non-exchange gain for $16 billion which was reflected in both DHS’s AFR
and the closing package financial statements.

See Attachment B- Letter from Department of Homeland Security to Treasury,
Bureau Fiscal Service. Copies of this letter were also sent to the OMB Deputy
Comptroller for Federal Financial Management and the FASAB Executive Director so
that the issue may be resolved. This was also what led to the request by Treasury and
OMB.

Discussion with Treasury ODCFO

FASAB staff held a teleconference to obtain the views from representatives from
Treasury, Office of the Deputy Chief Financial Officer (ODCFO) and Treasury, Federal
Investments and Borrowings Branch (FIBB).

The ODCFO and FIBB representatives shared that they believed OMB (along with their
counsel) was heavily involved in the transactions and the process throughout. Also,
Treasury’s general counsel had been involved throughout the process when assessing
the public law. A key factor at the time was whether appropriation language could be
added to the public law because it had not been included initially. While most agreed it
could have been and also agreed that there was no desire to not include appropriation
language, it may been time consuming or difficult to do so at such a late stage.
Therefore, OMB and Treasury came up with an accounting mechanism to allow the



necessary authority to liquidate the debt. In essence, it appeared as if an appropriation
had been provided to repay the debt.

The ODCFO and FIBB representatives could not speak specifically to the posting logic
because that was determined by OMB and Treasury, Fiscal Service. However, ODCFO
and FIBB accepted the posting logic presented because it was agreed upon by counsel
and, in their view, FEMA was provided with the financing source to cover the liability
and Treasury was made whole.

Discussion with OMB and Treasury, Fiscal Service

FASAB staff held a teleconference to obtain the views from representatives from
Treasury, Bureau Fiscal Service and the Office of Management and Budget. The
representatives were clear that the legal counsel from Treasury and OMB made the
interpretations of PL-115-72 and came to certain agreements. From those decisions,
the Treasury posting logic followed the source or agreements determined by counsel.

Counsel determined that the language did not support an appropriation. Because there
was no authority for an appropriation or a warrant, OMB and Treasury budget and
accounting staff determined a negative surplus warrant should be used to provide the
budgetary financing resource. In effect, it was a non-appropriation providing budget
authority via the funding mechanism created through a negative surplus warrant.

Typically, an appropriation or warrant increases budget authority. A surplus warrant
decreases budget authority. A negative surplus warrant is used to increase budget
authority. FASAB staff asked for examples of when a negative surplus warrant would be
used. Though it is not used routinely, a negative surplus warrant can be used if an
agency erroneously returns money to Treasury. Treasury would issue a negative
surplus warrant to provide the authority and fund balance to the agency. In the past
there have also been negative surplus warrants completed for single annual year HHS
TAS for the purposes of "upward adjustments for returned Indefinite authority related to
prior year unpaid obligations" and these are now and moving forward being processed
as new Indefinite warrants to the expired period of availability TAS.

Treasury representatives confirmed that the negative surplus warrant for the $16 B for
FEMA legislative debt forgiveness was a unique and extraordinary occasion that
Treasury and OMB Chief Counsels opined did not meet the legal requirements for an
appropriation. The negative surplus warrant was the only accounting and budget
mechanism to record FBWT and authority with the General Fund for FEMA’s use.

Given the uniqueness of the negative surplus warrants and that they are rare; Treasury
representatives stated there has been a shift away from this type of transaction for
several reasons, including discussions with OMB on proper posting and reporting
changes.
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Given the above (that a negative surplus warrant was issued) FEMA received $16
Billion that it then transferred to Treasury to repay their debt. This is the main reason
that the posting logic transactions show no gain/loss, because in their perspective the
payable/debt was repaid with the resources provided via the negative surplus warrant.

Certain representatives from Treasury and OMB believe that the FASAB guidance
surrounding debt cancellation may not be appropriate because debt is not typically
written off between federal entities. The representatives noted that they were not aware
of any instances where a gain or loss had been recognized by reporting entities due to
debt cancellation as provided by par. 313 of SFFAS 7. The representatives recalled
another example from approximately 10 years ago where Congress provided relief but
also provided the appropriation in the same legislation. However, no gain or loss was
recognized by the respective reporting entities.

The representatives acknowledge the current Technical Bulletin 2019-1, Loss
Allowance for Intra-governmental Receivables that is presently out for comment, but
noted the practice as it relates to Treasury securities and loans differ because they were
not aware of write offs being recorded.

Staff Analysis

FASAB staff gathered additional information by meeting with the affected and pertinent
agencies to gain a better understanding of the issue so that staff may provide the Board
with information to determine if SFFAS 7, paragraph 313 regarding debt cancellations
needs to be updated, revised, or clarified.

Given past experience; Congress may use different legislative language in different or
even similar situations. It's not bound to use specific language or particular approaches.
Typically, Congress won'’t specify the mechanics of how to achieve the legislative intent
of cancellations. It will be up to the relevant agencies, working in conjunction with
central offices, to carry out the intent of the legislation.

In summary, based upon the opinion of OMB and Treasury Chief Counsels, Treasury
executed a negative surplus warrant to give FEMA authority to write off its debt.
Treasury received “proceeds” through the negative surplus warrant and thus forgave the
debt. SFFAS 7 provides that the forgiving entity (Treasury) has a loss and the forgiven
entity (FEMA) has a gain. However, the transactions provided by Treasury, BFS were
based on decisions made by Treasury and OMB Counsel, which included the budgetary
transactions that look like financing (budgetary source) being given to FEMA to give to
Treasury by the “general fund.”

However, as explained above, DHS auditors interpreted SFFAS 7, paragraph 313, as

requiring DHS to account for the debt cancellation as a gain from non-exchange
financing sources on DHS FY18 Statement of Changes in Net Position (SCNP) rather
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than as a budgetary financing source as prescribed by Treasury’s guidance. Therefore,
reversing entries were required.

While staff notes that this all eliminates in the government-wide consolidation—the
question is does it matter whether the transaction is a gain/loss or a financing source on
the respective agency’s financial statements.

The Board has noted that the statement of net cost should reflect the costs of the
reporting entity’s activities and whether a gain/loss is reported would affect the entity’s
net cost of operations. The Board noted in developing SFFAS 7 that amounts
appropriated to repay debt are not considered budget authority. Further, the Board also
required that the cancellation of debt be a nonexchange gain to the entity that owed the
debt and a nonexchange loss to the lender.

It is important to note that in this particular example, staff believes the key information is
that federal policy makers’ decisions may result in an indirect benefit to future policy
holders. If insurance rates are supposed to be based on actual experience and the
losses associated with the debt forgiveness (past insurance losses) are not factored into
future rates, future policy holders may pay lower rates because of the debt forgiven.
Staff believes disclosures would provide more relevant information and readers may
have a better understanding of the economic substance of the transaction. Neither
accounting treatment alone would provide this to readers—especially at the
government-wide level because neither accounting treatment would make it apparent to
readers because of eliminations.

At the DHS/FEMA component level — staff believes it is very important to highlight
through disclosure that a government decision may result in relieving future policy
holders of the obligation to make up past losses, if that is indeed the case. Note, please
see Attachment C- Excerpt from Department of Homeland Security 2018 Annual
Financial Report for what was reported in the FY 2018.

The main issue is whether the Board believes the accounting treatment of presenting a
gain/loss on component level statement of net cost is still appropriate. The statement of
net cost is intended to report the cost of programs and may be the key financial
statement at the component level. Reporting a gain/loss on the statement of net cost
might alert the reader to an unusual event and a note disclosure could explain the
reason for the gain.

Alternatively, would reporting a gain/loss be potentially confusing or misleading to
readers to show a gain/loss resulting from congressional action? Would it be more
meaningful to highlight the financing source and provide a corresponding note
disclosure?

12



QUESTIONS FOR THE BOARD: The above staff analysis provides the discussion
and insights to prepare the Board to discuss the following questions:

1. Does the Board believe par. 313 of SFFAS 7 is still appropriate and that
cancellation of debt is a nonexchange gain to the entity that owed the debt and a
nonexchange loss to the lender? Alternatively, does the Board believe it would be
more appropriate as a Financing Source?

2. Does the Board believe par. 313 of SFFAS 7 should be revised or updated?
This question goes beyond the gain/loss question. Specifically, the Board may
believe par. 313 needs to be updated in general. For example, the paragraph may
need updating to provide for general disclosures that may be relevant to debt
cancellation—such as the legal authority authorizing the cancellation and a
summary of the impact* of the cancellation on the reporting entities. Further,
there may be other aspects of the paragraph that need refreshing which may lead
the Board to replacing par. 313 versus amending certain sentences.

3. If the Board believes par. 313 needs updating, is the scope narrow enough that
it could be included in the next Omnibus? Alternatively, would the Board prefer to
issue a separate Statement to amend SFFAS 7? Much of this would be based on
Board preference, scope of the change and guidance, and the timing and
potential of topics for the next Omnibus.

* For example, in the scenario presented in the staff analysis for DHS/FEMA and Treasury, it may be
relevant to disclose the impact on current and future users/policyholders, including if charges for the
goods and services provided are based on past costs and the costs associated with the canceled debt
are not going to be factored into future charges, then this fact should be disclosed.

13



U.S. Department of Homeland Security
Washington, DC 20528

#&9% Homeland
™ Security

FEB 08 2018

Ms. Kimberly A. McCoy

Commissioner, Bureau of the Fiscal Service
Department of the Treasury

3201 Pennsy Drive, Building E

Landover, MD 20785

Dear Ms. McCoy:

I am writing to express my concern over Treasury-provided accounting guidance (posting
logic) that contributed to a material weakness being reported by our auditors as the guidance was
deemed non-compliant with Statement of Federal Financial Accounting Standards No. 7,
Accounting for Revenue and Other Financing Sources and Concepts for Reconciling Budgetary and
Financial Accounting. Notably, our external auditors (KPMG LLP) stated that even if the
Department of Homeland Security (DHS) had no other financial reporting findings, the $16 billion
accounting adjustment resulting from this incorrect guidance was significant enough to be
considered a material weakness by itself.

Background

The Auditors’ Report on DHS’ FY 2018 Financial Statements and Internal Control over
Financial Reporting identified a material weakness in financial reporting, and a significant
contributing cause was our accounting treatment of a $16 billion cancellation of National Flood
Insurance Program (NFIP) debt. Congress authorized the debt cancellation due to the catastrophic
flood losses from Hurricanes Harvey and Irma. DHS and its component bureau, the Federal
Emergency Management Agency (FEMA) followed Treasury guidance in accounting for this $16
billion. The audit report stated the following:

Conditions and causes related to technical accounting determinations:

Congress passed the Additional Supplemental Appropriations for Disaster Relief
Requirements Act of 2017 (Pub. L. 115-72) on October 26, 2017, which provided debt relief
and additional borrowing authority for the NFIP by cancelling 316 billion of the NFIP's
debt to the U.S. Department of the Treasury. DHS and FEMA did not design and implement
effective controls to properly account for the proprietary impact of Pub. L. 115-72. FEMA
did not properly apply the generally accepted accounting principles (GAAP) hierarchy to
ensure the transaction was accounted for in accordance with Statement of Federal

Financial Accounting Standards 7: Accounting for Revenue and Other Financing Sources
and Concepts for Reconciling Budgetary and Financial Accounting. In addition, DHS failed
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to properly monitor FEMA'’s controls to ensure that a non-routine and material transaction,
which impacted the DHS consolidated financial statements, was properly recorded.

Effect: This resulted in an auditor-identified 316 billion adjustment that DHS corrected to
properly present the Statement of Changes in Net Position.

The key activities/events which led to this audit finding were as follows:

Due to the PL 115-72 language not specifying how the debt cancellation was to be
funded, and Treasury Financial Manual (TFM) not providing suitable posting logic for
this non-routine transaction, DHS/FEMA consulted with Treasury Bureau of Fiscal
Service (BFS) — General Ledger and Advisory Branch (USSGL team), which then led to
a series of meetings among DHS/FEMA, BFS, and OMB.

In these meetings DHS/FEMA clearly indicated that we believed the cancellation of debt
should be recognized as non-exchange gain in accordance with SFFAS 7 (§ 313).

After several discussions which also involved Counsel from FEMA, Treasury, and
OMB, as well as OMB’s Budget Review team, BFS developed and issued new posting
logic (TC A200), which was added to the TFM in August 2018. This was intended to
enable recording cancellation of debt where there is no appropriation warrant.

DHS and FEMA were uncomfortable with the proposed posting logic, which involves
the use of a “negative surplus warrant” to make it appear that FEMA was appropriated
$16 billion to repay debt. In fact, during a teleconference with Treasury and OMB
representatives on July 18, 2018 FEMA personnel strenuously objected to this new
posting logic. Treasury and OMB representatives stated that this posting logic had been
used by other agencies in the past with no audit issues. (A recording of this
teleconference is available).

Despite our concerns, we prepared our September 30, 2018 financial statements in
accordance with the prescribed posting logic as we did not believe agencies had an
option not to comply with Treasury guidelines as it impacts the Agency Financial Report
(AFR) and closing package financial statements.

During the audit of FY 2018 DHS AFR, KPMG identified this reporting treatment as
non-compliant with Generally Accepted Accounting Principles (i.e., non-GAAP), and
required DHS to correct it in order to avoid a qualification on the audit opinion.

DHS then requested assistance from Treasury BFS to justify the validity of the posting
logic to KPMG. On October 29, 2018, a teleconference was held among DHS/FEMA,
KPMG, and Treasury. KPMG and Treasury agreed to disagree, which put DHS in the
difficult position of not being able to satisfy our external auditors while complying with
Treasury guidance.
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e [n order not to lose the unmodified opinions on our AFR and closing package audits,
DHS made the correcting entry required by KPMG to undo the TFM posting logic, and
recognize a non-exchange gain for $16 billion which was reflected in both our AFR and
the closing package financial statements. As a result, BFS then applied a journal voucher
to reverse DHS’s reporting treatment for the Financial Report of the U.S. Government.
This had an adverse impact on DHS’s Closing Package Intragovernmental Scorecard.

Requested Action

We respectfully ask that Treasury BFS and OMB review the TC A200 guidance to ensure
compliance with GAAP. This may require meeting with the Federal Accounting Standards
Advisory Board (FASAB) to resolve the discrepancy between SFFAS No. 7 and the corresponding
Treasury accounting guidelines, which both Treasury and OMB strongly believe are correct. Unless
FASAB revises or clarifies SFFAS No. 7, Treasury will need to change its guidance.

As all federal agencies are required to comply with FASAB standards and the TFM, it is
imperative that these authoritative sources are aligned so as not to put agencies at risk of audit
findings or non-compliance. In this particular situation where new TFM posting logic was
developed to address a non-routine accounting/reporting event, perhaps FASAB should also have
been involved up front to prevent any gap or inconsistency with federal accounting standards.

Furthermore, in addition to the treatment of the $16 billion debt cancellation, there is still an
unresolved issue regarding the treatment of capitalized interest (approximately $228 million)
associated with the canceled debt. This interest may also be eligible for cancellation per PL 115-72.
DHS/FEMA and Treasury/BFS started this discussion in FY 2018 but were unable to reach full
resolution. DHS/FEMA will soon request that BFS resume this discussion, and pending resolution,
if a related transaction needs to be recorded in FY 2019 we would like to ensure that it will not
result in another non-GAAP audit finding.

Thank you for your attention to this matter. Please feel free to contact me at 202-447-5751
if you would like to discuss. Your staff may also reach out to James Eun, Acting Deputy Director
of Financial Management to obtain more information. Mr. Eun can be reached at 202-447-5812 or
james.eun@hq.dhs.gov.

Copies of this letter are also being provided to the OMB Deputy Comptroller for Federal
Financial Management and the FASAB Executive Director, so that their organizations may assist in
the resolution of our concems.

Sincerely,

LSS

Stacy Marcott
Senior Official Performing the Duties of the Chief Financial Officer
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cc:

Mr. Tim Soltis, Deputy Comptroller, Office of Federal Financial Management, Office of
Management and Budget

Ms. Wendy Payne, Executive Director, Federal Accounting Standards Advisory Board

Enclosures
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DHS OIG HIGHLIGHTS

Independent Auditors’ Report on DHS’ FY 2018
Financial Statements and Internal Control

over Financial Reporting

November 15, 2018

Why We Did
This Audit

The Chief Financial
Officers Act of 1990
(Public Law 101-576) and
the Department Of
Homeland Security
Financial Accountability
Act (Public Law 108-330)
require us to conduct an
annual audit of the
Department of Homeland
Security’s (DHS)
consolidated financial
statements and internal
control over financial

reporting.

What We
Recommend

KPMG LLP made 61
recommendations that,
when implemented, would
help improve the
Department’s internal
control.

For Further Information:
Contact our Office of Public Affairs at
[202) 981-6000, or emall use at

13

unow.oig.dhs.gov

What We Found

The independent public accounting firm KPMG LLP (KPMG)
has issued an unmodified (clean) opinion on DHS’
consolidated financial statements. KPMG noted that the
financial statements present fairly, in all material respects,
DHS'’ financial position as of September 30, 2018.

KPMG issued an adverse opinion on DHS’ internal control
over financial reporting of its financial statements as of
September 30, 2018. The report identifies the following six
significant deficiencies in internal control, the first two of
which are considered material weaknesses, and four
instances where DHS did not comply with laws and
regulations:

Significant Deficiencies

Information Technology Controls and Financial Systems
Financial Reporting

Entity-Level Controls

Property, Plant, and Equipment

Custodial Activities: Entry Process, Refunds and
Drawbacks, and Seized Property

Grants Management

o lRwpe

Laws and Regulations with Instances of Noncompliance
1. Federal Managers’ Financial Integrity Act of 1982
2. Single Audit Act Amendments of 1996
3. Antideficiency Act
4. Federal Financial Management Improvement Act of 1996

Management’s Response

The Department concurred with the independent auditors’
conclusions and indicated that management will continue to
implement corrective actions to improve financial
management and internal control.

OlG-19-04
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@ OFFICE OF INSPECTOR GENERAL
i Department of Homeland Security

Waeshington, DC 20528 / www.oig dhg.gov

November 15, 2018

MEMORANDUM FOR: The Honorable Kirstjen M. Nielsen
Secretary
Department of Homeland Security
)

P A Ay

a.._-rl

FROM: John V. Kelly
Senior Official Performing the
Duties of Inspector General

SUBJECT: Independent Auditors’ Report on DHS' FY 2018
Financial Statements and Intemal Control cver
Financial Reporting

The attached report presents the results of an integrated audit of the
Department of Homeland Security’s (DHS] fiscal year (FY) 2018 financial
statements and internal control over financial reporting This is a mandatory
audit required by the Chief Fnancial Officers Act of 1990, as amended by the
Department of Homeland Seaurity Rinancial Accountability Act of 2004, This
report is incorporated into the Departments FY 2018 Agency Financial Report.
We contracted with the independent public accounting firm KPMG LLP (KPMG])
to conduct the audit.

The Department continued to improve financial management in FY 2018 and
achieved an unmodified {clean) opinion on all financial statements. However,
KPMG issued an adverse opinion on DHS' internal control over financial
reporting because of material weaknesses in internal control.

Sammary
KPMG reported the following significant deficiencies in internal control in six

areas, of which two are considered material weaknesses, and four instances of
noncompliance with laws and regulations:

Significant Deficiencies Considered To Be Materinl Whaknesses

e [nformation Technology Controls and Financial Systems
e Financial Reporting

Other Significant Deficiencies

e Entity-Level Controls
e Property, Plant, and Equipment

U.S. Department of Homeland Security
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» Custodial Activities: Entry Process, Refunds and Drawbacks, and
Seized Property
+ (Grants Management

Laws and Regulations with Identifled Instances of Noncompliance

Federal Managers’ Financial Integrity Act of 1982

Single Audit Act Amendments of 1996

Anti-deficiency Act

Federal Financial Management Improvement Act of 1996

* o »

Moving DHS'’ Financial Management Forward

The Department continued its commitment to identifying areas for
improvement, developing and monitoring corrective actions, and establishing
and maintaining effective internal control over financial reporting this past
fiscal year. Looking forward, the Department must continue remediation efforts
and stay focused in order to sustain its clean opinion on its financial
statements and obtain a clean opinion on its internal control over financial
reporting.

rdednirde

KPMG is responsible for the attached Independent Auditors’ Report dated
November 15, 2018, and the conclusions expressed in the report. To ensure the
quality of the audit work performed, we evaluated KPMG's qualifications and
independence, reviewed the approach and planning of the audit, monitored the
progress of the audit at key points, reviewed and accepted KPMG’s audit report,
and performed other procedures that we deemed necessary. Additionally, we
provided oversight of the audit of financial statements and certain accounts
and activities conducted at key components within the Department. Our
review, as differentiated from an audit in accordance with generally accepted
government auditing standards, was not intended to enable us to express, and
we do not express, an opinion on the financial statements or internal control or
provide conclusions on compliance with laws and regulations. Our review
disclosed no instances where KPMG did not comply, in all material respects,
with genenally accepted government auditing standards.

Consistent with our responsibility under the Inspector General Act, we are
providing copies of this report to appropriate congressional committees with
oversight and appropriation responsibilities over the Department. In addition,
we will post a copy of the report on our public website.

www.oig.dhs.gov 2 0I1G-19-04
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We request that the Department provide us with a corrective action plan that I*

demonstrates progress in addressing the report’s recommendations.

Please call me with any questions, or your staff may contact Sondra McCauley,

Assistant Inspector General for Audits at (202) 98 1-6000; or Maureen Duddy,

Deputy Assistant Inspector General for Audits, at (617) 563-8723.

Attachment r
|
i
i
'1'

unww oig.dhs. gov 3 OIG-19-04 ;
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KPMG LLP

Suite 12000

1801 K Sueet, NW
Washington, DC 20006

independent Auditors’ Report

Secretary and Inspector General
U.S. Department of Homeland Security:

Report on the Financial Statements and Internal Control

We have audited the accompanying consolidated financial statements of the U.S. Department of Homeland
Security (DHS), which comprise the consolidated balance sheets as of September 30, 2018 and 2017, and the
related consolidated staternents of net cost, changes in net position, and custodial activity, and combined
statemends of budgetary resources for the years then ended, and the related notes to the consolidated financial
statements. We also have audited DHS's internal control over financial reporting as of September 30, 2018,
based on criteria established in the Standard's for Intemal Cantral in the Federal Government issued by the
Comptroller General of the United States.

Management’s Responsibility for the Financial Siatements and Internal Control Over Financial
Reporting

Management is responsible for the preparation and fair presentation of these consolidated financial statements
in accordance with U.S. generally accepted accounting principles; this includes the design, implementation, and
maintenance of effective internal control over financial reporting relevant to the preparation and fair
presentation of consolidated financial statements that are free from matenal misstatement, whether due to
fraud or error. Management is also responsible for its assessment about the effectiveness of infemal control
over financial reporting, included in the accompanying Agency Financial Report.

Auditors’ Responsibility

Our responsibility is to express an opinion on these consolidated financial statements and an opinion on DHS’s
intermal control over financial reporting based on our audits. We conducted our audits in accordance with
auditing standards generally accepted in the United States of America, in accordance with the standards
applicable to financial audits contained in Govemmaent Auditing Standards issued by the Comptrolier General of
the United States, and in accordance with Office of Management and Budget (OMB) Bulletin No. 19-01, Audit
Requirements for Federal Financial Statements. Those standards and OMB Bulletin No. 19-01 require that we
plan and perform the audits to obtain reasonable assurance about whether the consolidated financlal
statements are free from material misstaternent and whether effective internal control over financial reporting
was maintained in all material respects.

An audit of financial statements involves performing procedures to obtain audit evidence about the amounts
and disclosures in the consolidated financial statements. The procedures selected depend on the auditors’
judgment, including the assessment of the risks of matenal misstatement of the consolidated financial
statements, whether due to fraud or error. In making those risk assessments, the auditor considers intemal
control relevant to the enlity's preparation and fair presentation of the consolidated financial statements in order
to design audit procedures that are appropriate in the circumstances. An audit of financial statements also
includes evaluating the appropriateness of accounting policies used and the reasonableness of significant
accourting estimates made by management, as well as evaluating the overall presentation of the consolidated
financial statements.

An audit of internal control over financial reporting involves performing procedures to obtain audit evidence
about whether a material weakness exists. The procedures selected depend on the auditors' judgment,
including the assessment of the risks that a material weakness exists. An audit of intemal cortrol over financial
reporting also involves obtaining an understanding of internat control over financial reporting and testing and
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evaluating the design and operating effectiveness of internal control over financial reporting based on the
assessed risk.

We believe that the audit evidence we have obtained is sufficient and appropriate to provide a basis for our
audit opinions.

Definition end Inherent Limitations of Internal Control Over Financial Reporting

An entity's internal control over financial reporting is a process effected by those charged with governance,
management, and other personnel, designed to provide reasonable assurance regarding the preparation of
reliable financial statements in accordance with U.S. generally accepted accounting principles. An entity's
internal control over financial reporting includes those policies and procedures that (1) pertain to the
maintenance of records that, in reasonable detail, accurately and fairly refiect the transactions and dispositions
of the assets of the entity; (2) provide reasonable assurance that transactions are recorded as necessary to
permit preparation of financial statements in accordance with U.S. generally accepled accounting principles,
and that receipts and expenditures of the entity are being made only in accordance with authorizations of
management and those charged with governance, and (3) provide reasonable assurance regarding prevention,
or timely detection and comection, of unauthorized acquisiion, use, or disposition of the entity's assets that
could have a material effect on the consolidated financial statements.

Because of its inherent limitations, intemal control over financial reporting may not prevent, or detect and |
correct, misstatements. Also, projections of any assessment of effectiveness to future periods are subject to the |
risk that controls may become inadequate because of changes in conditions, of that the degree of compliance 1
with the policies or procedures may deteriorate. ]

Basis for Adverse Opinion on internal Control Over Financial Reporting

A material weakness is a deficiency, or a combination of deficiencies, in infemal control over financial reporting, i
such that there is a reasonable possibility that a material misstatement of the entity's financial statements will J
not be prevented or detected and corrected on a timely basis. We have identified material weaknesses in the %
following two areas:

A Information Technology Controls and Financial Systems
8. Financiat Reporting !

These material weaknesses are described in Exhibit | and included in the Secrofery’s Assurance Stafement.
We do not express an opinion or any other form of assurance on management's evaluation and assurances
made in the Secrefary’s Assurance Statement.

Opnions

tn our opinion, the consolidated financial statements referred to above present fairly, in all material respects,
the financial position of the U S. Department of Homeland Security as of September 30, 2018 and 2017, and its
net costs, changes in net position, budgetary resources, and custodial activity for the years then ended in
accordance with U.S. generally accepted accounting principles.

Also, in our opinion, because of the effect of the material weaknesses described in Exhibit | on the achieverment
of the objectives of the control criteria, DHS has not maintained effective intemal control over financial reporting
as of September 30, 2018, based on criteria established in the Standands for Infernal Cantrol in the Federal
Govamnment issued by the Comptroller General of the United States.

We considered the material weaknesses described in Exhibit | in determining the nature, timing, and extent of
audit tests applied in our audit of the fiscal year 2018 consolidated financial statements, and these findings do
not affect our unmodified opinion on the consolidated financial statements.
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Emphasis of Matter

As discussed in Notes 1T, 15, and 26 of the consolidated financial statements, DHS had intragovernmental
debt of approximately $21 billion, and $30 billion used to finance the National Flood Insurance Program (NFIP)
as of September 30, 2018 and 2017, respectively. Due to the subsidized nature of the NFIP, DHS has
determined that future insurance premiums, and other anticipated sources of revenue, may not be sufficient to
repay this debt. As discussed in Note 15 of the consclidated financiai statements, on October 26, 2017,
Congress enacted the Additional Supplamental Appropriations for Disaster Refief Requirements Act of 2017.
This act cancelled $16 billion of DHS's debt thet was included in the DHS consolidated balance sheet as of
Septernber 30, 2017. Fuither legislation will need to be enacted to provide funding to repay or forgive the
remaining debt Our opinion is not modified with respect to this matter.

Other Matters
Agency Financial Repait

We do not express an opinion or any form of assurance on management's statement referring to compliance
with laws and regulations in the accompanying Agency Financial Report.

{nteractive Data

Management has elected to reference to irformation on websites or other forms of irteractive data outside the
Agency Financial Repart to provide additional information for the users of its financial statements. Such
infformation is not a required part of the basic consolidated financial statements or supplementary information
required by the Federal Accounting Standards Advisory Board. The information on these websites or the other
interactive data has not been subjected to any of our auditing procedures, and accordingly, we do not express
an opinion or provide any assurance on it.

Reguired Supplementary Information

U.S. generally accepted accounting principles require that the information in the Management's Discussion and
Analysis, Required Supplementary information, and Required Supplementary Stewardship Information sections
be presented to supplement the basic consolidated financial statements. Such information, although not a part
of the basic consolidated financial statements, is required by the Federal Accounting Standards Advisory Board
who considers it to be an essentia! part of financial reporting for placing the basic consolidated financial
statements in an appropriate operational, economic, or historical context. We have applied certain limited
procedures to the required supplementary information in accordance with auditing standards generally
accepted in the United States of America, which consisted of inquiries of management about the methods of
preparing the information and comparing the information for consistency with management's responses to our
inquiries, the basic consolidated financial staternents, and other knowledge we obtained during our audits of the
basic consolidated financial statements. We do not express an opinion or provide any assurance on the
information because the limited procedures do not provide us with sufficient evidence to express an opinion or
provide any assurance.

Other Information

Qur audits of the consolidated financial statements were conducted for the purpose of forming an opinion on
the basic consolidated financial statements as a whole. The information in the Message from the Secretary,
Message from the Chief Financial Officer, and Other Information section, as listed in the Table of Contents of
the Agency Financial Report, is presented for purposes of additional analysis and is not a required part of the
basic consolidated financial statements. Such information has not been subjected to the auditing procedures
applied in the audits of the basic consolidated financial statements, and accordingly, we do not express an
opinion of provide any assurance on it.

P A TRt IUE
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Other Reporting Required by Govemment Auditing Standards
internal Controf Over Financial Repoiting

A deficiency in intemal conftrol exists when the design or operation of a control does not allow management or
employeas, in the normal course of performing their assigned functions, to prevent, or detect and correct,
misstatements on a timely basis. In accordance with Government Auditing Standards, we are required to report
findings of significant deficiencies. A significant deficiency is a deficiency, or a combination of deficiencies, in
intemal control that is less severe than a material weakness, yet important enough to merit attention by those
charged with govemance. We consider the following deficiencies in the U.S. Depariment of Homeland
Security’s intemal control, described in Exhibit i1, to be significant deficiencies:

C. Entity-Level Controls

D. Property, Plant, and Equipment

E. Custodial Activitles: Entry Process, Refunds and Drawbacks, and Seized Property
F. Grants Management

Compliance and Other Matters

As part of obtaining reasonable assurance about whether DHS's consolidated financial statements are free
from material misstatement, we porformed tests of its compliance with certain promisions of laws, regutations,
contracts, and grant agreements, noncompliance with which could have a direct and material effect on the
determination of financial stalement amounts. However, providing an opinion on compliance with those
provisions was not an objective of our audit of the fiscal year 2018 consalidated financial statements, and
accordingly, we do not express such an opinion. The results of our tests of compliance discosed the following
instances of noncompkance or other maiters that are required to be reported herein under Govemment
Audling Standards or OMB Bulletin No. 19-01, and which are described in Exhibit Ill:

G. Federal Managers’ Financial Integrity Act of 1962
H. Single Audi Adt Amendments of 1996

I Antieficiency Act

We also perfonned tests of its compliance with certaln provisions referred to in Section 803(a) of the Federa/
Financial Management Improvement Act of 1996 (FFMIA). Providing an opinion on compliance with FFMIA was
not an objective of our audit of the fiscal year 2018 consclidated financial statements, and accordingly, we do
not express such an opinion. The results of our tests of FFMIA disclosed instances, as described in finding J of
Exhibit [, where DHS's financial management systems did not substantially comply with the (1) Federal
financial management systems requirements, {2) applicable Federal accounting standards, and (3) the United
States Government Standard General Ledger at the transaction level.

DHS's Responses o Findings

DHS's responses to findings identified in our audit are described in Appendix A. DHS's responses were not
subjected to the auditing procedures applied in the audit of the fiscal year 2018 consolidated financial
statements and, accordingly, we express no opinion on these responses.

Purpose of the Other Reporting Required by Government Audiing Standards

The purpose of the communication described in the Other Reporting Required by Govemment Auditing
Standards seclion is salely to describe the scope of our testing of compliance and the results of that testing,
and not to provide an opinion on compliance. Accordingly, this communication is not suitable for any other

pupose.
KPMme P

Washington, D.C.
November 15, 2018
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Independent Auditors’ Report
Exhiblt | - Material Weaknesses

The weaknesses in internal control and findings related to compliance with certain provisions of laws,
regulations, contracts, and grant agreements, presented herein, were identified during our audit of the U.S.
Department of Homeland Security’s (DHS) financial statements and internal control over financial reporting as
of and for the year ended September 30, 2018. All Components of DHS, as defined in Note 1A — Reporting
Entily to the financial statements, were considered in the scope of our audit of DHS' financial statements and
intemal control over financial reporting. The determination of which control deficiencies rise to the level of a
material weakness or significant deficiency is based on an evaluation of the impact of control deficiencies
identified in all Components, considered individually and in the aggregate, on the DHS consolidated financial
statements as of September 30, 2018.

Our findings are presented in three Exhibits:

Exhibit | Material Weaknesses. A material weakness is a deficiency, or combination of deficiencies, in
internal control over financial reporting such that there is a reasonable possibility that a matenal
rrdsstatement of the entity’s financial statemente will not be prevented, or detected and comected,
on a timely basis. We have reported material weaknesses within the following two areas:

A. Information Technology Controls and Financial Systems
B. Financial Reporting

Exhibit Il Significant Deficiencies. A significant deficiency in inftemal control over financial reporting is less
severe than a material weakness, yet importard enough to merit attertion of DHS management
and others in positions of DHS oversight We have reported four significart deficiencies in the
following areas:

C. Entity-Level Controls

D. Property, Plant, and Equipment

E. Custodial Activities: Entry Process, Refunds and Drawbacks, and Seized Property
F. Grants Management

Exhibitlll  Instances of noncompliance with certain provisions of laws, regulations, contracts, and grant
agreements, and other matters that are required to be reported under Govarnment Auditing
Standards or Office of Management and Budget (OMB) Bulletin No. 19-01, Audit Requirements
for Federal Financial Stalements. We have reported four instances of noncompliance:

G. Fedaral Managers' Financial Integnity Act of 1982

H. Single Audit Act Amendments of 1996

I Antidaficiency Act

J. Fedaral Financial Management improvemerit Act of 1996

Critaria We audited DHS's internal control over financial reporting based on the criteria established by
Standards for Intemal Control in the Federal Govemnment issued by the Comptroller General of
the United States (Green Book).
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I-A Information Technology Controls and Financial Systems

Background: Information technology (IT) controls are a critical subset of an entity’s intemal cortrol. Green Book
principle 11 indicates that management should design the entity's information system and related control
activities to achieve objectives and respond to risk. There are two main types of IT controls: [T general confrols
(ITGCs) and application controls. ITGCs operate over all or a large portion of systems and represent the
foundation of an IT control structure. They are applied at the entity-wide, operating system, database, and
application level, and include controls over security management, access control, configuration management,
segregation of duties, and contingency planning. Effective ITGCs are necessary to create the foundation for the
effective operation of application controls. Application controls are those controls that directly refate to specific
IT applications and ensure complete and accurate processing of data.

During our fiscal year (FY) 2018 assessment of iTGCs, we noted DHS continued to design and implement
controls to remediate T findings related to user recertifications and password settings we reported in FY 2017,
however, we identified new findings related to the operating effectiveness of controls in FY 2018. Additionally,
management did not take sufficient corrective action to address defictencies in multiple information systems
that we identified and reported to management as a material weakness for several years.

As DHS moves forward with its financial systems modernization efforts, it is critical that DHS’s modemization
plans capitalize on the resutts from prior modernization efforts, as well as correct for current internal and
external findings.

Concditions Refated to ITGCs: The control deficiencies in ITGCs represent an elevated risk of matenal
misstatement as DHS has an absence of sufficient manual, compensating controls in its process areas to fully
mitigate these ITGC deficiencies. Deficiencies indicated in thie Exhibit are representative of ITGC deficiencies
identified at various Components across DHS. We identified the following:

Access Controls/Segrogation of Duties:
OHS did not:

e adequately and consistentlty design, implement, and operate effective controls over initial authorization
ang periodic recertification of application, database, and operating system user, service, privileged, and
generic accourts (including emergency, temporary, developer, and migrator access) and ensure
adherence to the principles of least privilege and segregation of duties;

o consistertly implement technical controls over logical access to key financial applications and
underlying system software components in accordance with DHS requirements, including password and
inactivity requirements, and account and data protection security configurations,

s fully implement or consistertly perform controls over the generation, review, analysis, and protection of
application, database, and operating system audit logs, including defining everts that should be logged;

e implement controls related to review and revocation of system access to ensure consistent and timely
removal of access privileges from financial systems and general support systems for transferred and/or
terminated employees and contractors; and

* maintain appropriate segregation of duties between development and production environments.

Furthermore, some DHS Components use third-party systems for processing portions of human resource
related transactions. We tested complementary user entity controts that DHS is responsible for implementing,
and igentified access control failures across multiple Components. In addition, DHS Components use other
service providers to provide infrastructure support for various IT systems. We tested controls operated by these
service providers and noted inconsistent oversight of the sefvice provider and additional access control failures.
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Conliguration Management:
DHS did not consistently or completely:

+ develop and formally document policies and procedures for the configuration management process,
including controls needed for system migrations and upgrades;

* maintain a complete and accurate listing of all implemented system changes; and
¢ maintain documentation of configuration management changes in accordance with DHS policy.
In addition, we identified Security Management and Contingency Planning ITGC deficiencies,

Condifions Related to Financial Systams: During our audit, we also evaluated and congidered the impact of
financial systemn functionality on financial reporting. Historically, we noted that limitations in DHS's financial
systems' functicnality inhibit its ability to implement and maintain effective intemal control, and to effectively and
efficiently process and report financial data. Many key DHS financial systems were not complianrt with Federal
financial management system requirements as defined by the Federal Financial Management iImprovament Act
of 1996 (FFMIA) and OMB Circular No. A-123, Appendix D, Compliance with the Federal Financial
Managament improvement Act of 1996. Several DHS Components implemented and supported ITGCs and
financial process areas with manual processes, decentralized systems or records management processes, or
utilities with limited automated capabilities. These functionalily limitations caused a greater rigk of error and
resulted in inconsistent, incomplete, or inaccurate control execution and supporting documentation

In addition, system limitations contributed to deficiencies identified in multiple financial process areas across
DHS. For example, system configurations and posting logic deficiencies limited the effectiveness of corirols to
accurately record certain activity at the transaction level. In some cases, Components implemented manual
processes to compensate for these limitations; however, these manual processes were more prone to error and
increased the risk that financial data and transactions were improperly recorded in the respective systems.

Cause: The control deficiencies described in this Exhibit stem from a number of systemic root causes across
DHS. In many cases, inadequately designed and implemented or ineffectively operating controls were caused
by the following: resource limitations, ineffective or inadequate management oversight, awareness, and
training; complex, highly interrelated yet decentralized nature of systems and system components; failure of
communication between offices in the same organization regarding ITGC ownership; absence of continual self-
review and risk assessments performed over I[TGCs; and/or emor-prone manual processes. In some cases,
cost-prohibitive options for vendor support limited system development activity to "breakfix” and sustainment
Effect: Deficiencies related to access controls and segregation of duties increase the risk that current
employees, separated employees, or confractors may obtain unauthorized or inappropriate access to financial
and support systems or data. Such access could lead to unautherized activities or inappropriate disclosures of
sensitive data. Deficiencies related to configuration management increase the rigk that unauthorized or
inappropriate changes to systems will be applied and go undetected by managernent, resulting in lower
assurance that information systems will operate as intended and that data is reliable, valid, and complete.

The conditions supporting our findings collectively limit DHS’s ability to process, store, and report financial data
in a manner that ensures accuracy, confidertiality, integrity, and availability. The aggregate impact of the ITGC
deficiencies result in a risk within the consolidated financial statements that a material misstatemert will not be
prevented or detected and corrected in a timely manner, as the process level application controls that are
supported by the ITGCs are rendered ineffective, Ineffective process level application controls, in tum, create a
need for mitigating controls which were often not present or not designed, implemented, and operating at a
level of precision to prevent and/or detect a material misstatement. Additionally, mitigating controls often were
more manual in nature, increasing the risk of human error that could materially affect the financial statements.
We identified deficiencies related to design, implementation, operating effectiveness, and absence of manual
mitigating controls, which contributed to the findings reported in Exhibits {, 11, and Ill. Furthermore, due to these
1.3
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ITGC deficiencies, we deemed certain key manual controts throughout DHS ineffective, as they are dependent
upon application controls to ensure the information produced from systems Is complete and accurate

Recommendiations: We recommend that:

1. the DHS Office of the Chief Financial Officer (OCFQ), in coordination with the Office of the Chief
Information Officer (OCIO), the Office of the Chief Information Security Officer (OCCISQ), and
Component [T and financial management, make the necessary improverments to DHS's ITGC and
application controls. Specific, more detailed recommendations were provided in individual limited
distribution Notice of Findings and Recommendatione to DHS and Component management;

2. DHS consider the identified eystem deficiencies and pnor system implementation challenges to ensure
that improvements in ITGC and application controls are designed, implemented, and sustained in new

systems;

3. DHS establish an effective internal control process to ensure that financial accounts and transactions
that are susceptible to error due to IT systems functionality issues and inability to rely on application
cortrols supported by deficient ITGCs are compensated for with rnanual controls until system
deficiencies are remediated, and

4. DHS ensure individuals with key internal control responsibilities have a sufficient understanding of the
implication of IT vulnerabilities and limitations, and manual compensating intemal controte are designed
and implemented to mitigate risk.

-8 Financial Reporting

Background: Intemal control over financial reporting is a process effected by those charged with governance,
management, and cther personnel, designed to provide reasonable assurance regarding the preparation of
refizble financial statements in accordance with the applicable financial reporting framework.

In FY 2018, DHS cortinued to implement corrective action plans and made progress in certain areas. However,
the United States Secret Service (USSS) cortinues to have challenges due to the financial system upgrade and
business process changes. We identified new deficiencies, some of which are direcily related to the system
transformation USSS completed in FY 2018. In contrast, United States Coast Guard (USCG) management
sustained the progress made in FY 2017 and continued to demonstrate greater understanding of the actuarial
pension and healthcare valuation processes, including assumptions and sources of data used in the valuations.
However, as described befow, USCG management should continue to refine the management review controls
over actuarial liabilities. We also identified a new deficiency related to a specific accounting transaction at the
Federal Emergency Management Agency (FEMA)

Conditions and causes across DHS:

¢ DHS did not demonstrate a commitment to recruiting, developing or retaining competent individuals as
required by Green Book principle 4.

e DHS did not identify, analyze, and respond to risks refated to financial reporting as required by Green
Book principle 7.

s DHS did not remediate identified internal control deficiencies as required by Green Book principle 17.

+ DHS has not established robust monitoring and testing of ITGCs that is necessary to identify
weaknesses, nor has it assessed the resulting risks created by IT deficiencies. Therefore, DHS lacked
sufficierd manual process level controls to fully mitigate the weaknesses caused by ITGC deficiencies.

+ DHS does not have sufficient menitoring controls to ensure that Components have sufficient controls for
the consistert application of allocation methodologies for the Statement of Net Cost.

1.4
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+ DHS did not maintain effective intemnal control related to service organizations, inchuding evaluating and
documenting the roles of service and sub-gervice organizations; performing effective reviews of service
organization cortrol (SOC) reports, considering and/or implementing complementary user entity
controls identified in SOC reports; and assessing and addressing service provider rigk in the absence of
SOC reports. Personnel tasked with evaluating the roles and the controls at service organizations, as
well as complementary user entity controlg within the Components relying on those service
organizations, often do not possess the required understanding of intemal control or the related
business process to perform an effective assessment.

Effect: The lack of compensating controls for IT deficiencies resuits in DHS's noncompliance with the
requirements of FFMIA and OMB Circular No. A-123, Appendix D, Campfiance with the Federal Financial
Management improvement Act of 1996 as reported in Comment lilJ, Federal Financial Management
improvement Act of 1996. Severai Components failed to adequately review their Statement of Net Cost
footnote templates to ensure they were completed accurately during the year. This resulted in auditor-identified
errors in the allocation percentages used across DHS goais.

Conditions and causes ralated to the review and approval of journal entries.

¢+ USSS did not design and implement effective controls over journal entries. Due to gaps in the number
of financial management personnel with the appropriate skills, and in well-defined policies and
procedures, USSS personnel did not have sufficient knowledge to properly perform the review and
approval of joumnal entries. USSS staffing challenges are compounded by stringent security clearance
processes, which impair management's ability to quickdy hire and on-board qualified personnel. In
addition, USSS did not provide adequate training and coordination for recording on-top adjustiments.
Specifically:
- journal enfries were directly entered into the DHS Treasury Information Executive Repository {the
central repository for key financial management information for OHS Components), for which
support did not exist and approval was not evidenced,

- journal entries were directly entered into the financial system, for which review and approval was
not evidenced,

- enfries related to the pension liability and expense were not recorded for the proper amounts or to
the correct U.S. Standard General Ledger (USSGL) accounts; and

- the general ledger system allowed certain users to enter transactions without following the
appropriate posting logic and lines of accounting.

+ USCG did not design and implement controls related to the review and approval of joumal entries. The
USCG's three legacy general ledger systems, developed over a decade ago, have functional limitations
and necessitate large manual adjusting entries to compensate for the inability to record transactions
correctly upon initiation. The magnitude of these entries inhibit management from performing adequate
reviews of aclivity for reasonableness and alignment with the current year's business events. These
system functionality limitations also hinder USCG's ability to ensure accuracy of certain beginning
balances and year-end close-out activities at a transaction level. Specifically, there were not effective
controls:

- over the review of manuai adjusting journal entries to prevent and/or detect and correct financia!
reporting errors and to ensure their alignment with actual current year business events; and

- to ensure the accuracy of certain beginning balance and year-end close-out activities, at the
tfransaction level, in its three general ledgers due to manual adjusting entries for all activity onty
being recorded to one general ledger,
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Effect: The failure to adequately design and implement internal controls over journal enfries increases the risk
that errors can occur without being prevented and detected

Conditions and causes related to technical accounting determinations.

Congress passed the Additionat Supplemental Appropriations for Disaster Relief Requirements Act of 2017
{Pub. L. 115-72) on October 26, 2017, which provided debt relief and additional borrowing authority for the
National Flood Insurance Program (NFIP) by cancelling $16 billion of the NFIP's debt to the U.S. Department of
the Treasury. DHS and FEMA did not design and implement effective controls to properly account for the
proprietary impact of Pub. L 115-72. FEMA did not properly apply the generally accepted accounting principles
(GAAP) hierarchy to ensure the transaction was accounted for in accordance with Statement of Federal
Financial Accounting Standards 7 No: Accounting for Revenue and Other Financing Sources and Concepts for
Reconciling Budgetary and Financial Accounting. In addition, OHS failed to properly monitor FEMA's controls to
ensure that a non-routine and material transaction, which impacted the DHS consolidated financial statements,
was properly recorded,

Effect: This resulted in an auditor-identified $16 billion adjustment that DHS corrected to properly present the
Statement of Changes in Net Position.

Caonditions and causes refated (o actuarially denved estimates:

+ USSS management did not possess a sufficient understanding of the USSS actuarial pension valuation
process to fully assess the appropriateness of the assumptions due to overreliance on an extemnal
actuary. In addition, existing policies and procedures were not detailed enough to enable new
employees to understand the design and implementation of the controls. USSS did not fully assess risk,
design and implement sufficient controls, and document processes over its actuarial pension liability.
Specifically, management did not implement:

- controls at an appropriate level of precision for management review of assumptions used in the
vatuation of the liability;

- policies and procedures to document its consideration and assessment of estimation uncertainty,
contradictory evidence, continued appropriateness of assumptions and estimation methodology,
and refrospective review of assumptions and normal cost associated with the plan; and

- controls to validate the completeness and accuracy of underlying data used in the valuation of the
liabitity
+ USCG did not properly design, implemert, or adequately document the operation of managemert
review controls over actuarial liabilities. Specifically, management review controls lacked sufficient
precigion and timeliness to ensure the appropriateness of the assumptions used in the preparation of
the actuarial liabitities.

Effect: This resulted in over $200 million in auditor-identified errors to the USSS actuarial pension liability and
$105 million to the USCG actuarial pension liability.

Other financial reporting-refated conditions:

¢ USSS did not effectively plan and train for new processes required as a result of the system
transformation. USSS did not establish processes or controls to verify that financial fransactions
received during the system transformation were completely and accurately tracked, monitored, and
entered into the financial system on a timely basis.

o LSSS did not have properly designed and implemented cortrols over the preparation and review of
accounting checklists.
» USSS did not effectively design its controls over the monitoring of obligated balances, including an
inability to readily generate an open obligations report.
1.8
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s Financial system functionality rssues hindered USCG's ability to ensure that transactions were recorded
and assigned to the correct trading partner at the time of the business event USCG did not have
properly designed and implemerded cortrols to reconcile intra-governmental activities and balances
and to ensure that trarsactions were recorded and assigned to the comrect trading partner at the time of
the business event.

Effect: The aggregate resuit of the financial reporting deficiencies is a risk that a misstatement will not be
prevented or detected and cormected in a timely manner.

Recommendalions: We recommend that:
DHS;

5. fill needs for technical and resource support personnel to remediate control deficiencies or prevent
deterioration of the internal control system,

6. assess training needs for personnel and align skille with roles and responsibilities, and ensure
individuals in key roles with internal cortrol responsibilities possess the appropriate competencies to
perform their duties and are hekd accountable for their intemal control responsibilities;

7. define succession and cordingency plans for key roles involved in internal control over financial
reporting to mitigate risks due to employee turnover,

8, improve the process for identification, analysis, and response to risks related to financial reporting;
9. strengthen monitoring controls over remediating internal control deficiencies;

10. develop continuous monitoring and testing of ITGCs to identify weaknesses, assess the resulting risks
created by any identified IT deficiencies, and respond to those risks by imptementing compensating
controls;

11. develop and implement monitoring controls to ensure Components properly apply atlocation
methodologies for the Statement of Net Cost;

12. align knowledgeable resources to evaluate the roles of service organizations, assess controls at those
sefvice organizations, and identify and assess complementary user entity controls within the
Components relying on those service organizations; and

13. establish a process to ensure accourting for non-routine material transactions impacting the financial
statements is appropnate.

USsSs:
14. develop and implement policies and procedures over the review of journal entries;

15. establish new, or improve existing, policies, procedures, and related internal controls over the valuation
of its pension liability to ensure:

a. adequate understanding of the pension estimate;

b. oversight of assumptions used in significant estimates is maintained and the validity of these
assumptions is routinely evaluated;

¢. the annual pension checldist developed by USSS is completed, and
d. the underlying census data is reviewed at least annually,

16. provide sufficient training to personnel responsible for accounting related activities, including the
processes resulting from the system transformation and the monitoring of obligations; and

17. design and implement controls over the preparation and review of accounting checklists.
1.7

U.S. Department of Homeland Security -149-



Financial Information

Independent Auditors' Report
Exhibit | - Material Weaknesses

USCG:
18. improve and reinforce existing policies, procedwes, and related internal cortrols to ensure that:

a journal entries and manual adjusting entries are adequately researched, supported, and reviewed
before and after recording in the general ledger;

b. marnual adjusting entries are recorded at the transaction level in the correct underlying general
ledger systems in order to generate accurate beginning balances in each system;,

¢. design and implement controd procedures to ensure that assumptions are sufficiently reviewed on a
timely basis with an appropriate level of precision, and that the results of these reviews are properly
documented; and

d transactions are recorded to the accurate trading partner upon initiation; all intra-govemmerdal
balances are reconciled with trading partners, and differences are resclved in a timely manner.

FEMA:

19, develop specific controls over material accounting transactions that are not part of FEMA's routine
business operations.
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I-C Entity-Level Controls

Background: Entity-level controls are defined by the Standards for intermnal Conlrol in the Federal Government
issued by the Comptrotler General of the United States (Green Book) as controls that have an effect on an
entity’s intemal conirol system and may pertain to multiple components of internal control. Entity-level controls
may include controls retated to the ertity's risk assessment process, control environment, service
organizations, management override and monitoring. These controls must be effectively designed,
implemented, and operating effectively in an integrated manner to create and sustain an organizational
structure that is conducive to reliable financial reporting.

Conclitions, Cause/Effact. and Recommendations: During our audit, we identified certain deficiencies in ertity-
level controls. Certain of these deficiencies are included in the conditions and causes in Exhibit |. Cther
deficiencies are included below. The resuiting recommendations include improvements needed in
management's control environment, risk assessment process, communication practices throughout DHS, and
its monitoring activities. Improvements in these areas are necessary to overcome long-standing intemal cortrol
weaknesses, Accordingly, we deemed the entity-level control deficiencies described below to, collectively, merit
the attention of those charged with governance.

Contral Ervironment: DHS has established an organizational structure and assigned responsibilities in a
manner to allow Componends to operate efficiently and effectively to achleve their objectives. As such, internal
confrol responsibilities are assigned to Components that are responsible for establishing an internal control
systern at the Component level. Individual Components have differing levels of cortrol environment
effectiveness. Additional DHS Management-level leadership is required to address the following areas of the
confrol environment at certain Components:

20. ensure significant accounting policies and standard operating procedures are formally documented,
complete, updated, and revised timely,

21. define roles and responsibilities of program and field personnel that provide key financial information,
and ensure those personnel understand and comply with policies; and

22 establish a structure with central ownership and oversight for internal controls where responsibilities
have been delegated to discrete units.

Risk Assessments. DHS has not fully matured ite risk assesement processes. As a result, events and
transactions that have a greater likelihood of ermor do not always receive an appropriate level of attention. Risk
assessments should be enhanced at both the headquarters level by DHS management, and individual
Comporents annually, and updated during the year as needed. Examples of areas that should be analyzed and
responded to accordingly to enhance the risk assessments include:

23. procedures to expand fraud risk agsessments to include processes with higher risk and a known
deficiency in control design, implementation, and effectiveness throughout DHS;

24. planned changes that could impact the internal control system, such as financial systermn transitions and
impiementation of new tools; and

25, processes and controls in which management relies on system generated or manually prepared reports
to respond to nsk of incomplete or inaccurate information within those reports.

infarmation and Communications: Communications within Components, between headquarters and
Components, and between financial and IT management, should be improved to ensure:

26. coordination between headquarters and Components with resource constraints o respond to financial
accounting and reporting risks and control deficiencies;
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27. the structure, process, and communication between key stakehoiders is sufficient to ensure there is a
compiete understanding of the end-to-end flow of transactions for key business processes that impact
financial reporting;

28. individua!s within the financial reporting, accounting and budget departmerts identify and use quality
information for financial reporting,

29. communication of the roles and responsibilities of program and field personnel that provide key financial
information, and that those personnel understand and comply with policies; and

30. monitoring across larger Components with decentralized operations to ensure responsibilities have
been properly assigned and clearly communicated, and that irternal control over financial reporting and
compliance with direct and material laws and regulations have been properly designed and
mpiemented and are operating effectively across the organization.

Monitoring Contrals: As a result of its manitoring activities, which included executive level support, DHS
continued to make progress in identifying and remediating control deficiencies in certain areas. However, DHS
did not effectively monitor the implementation of corrective actions for all reportable deficiencies identified in the
prior year. Additionally, Component management did not always design detective conircls (e.g., management
review controls of the financial statements) to a proper level of precision to compensate or mitigate weak
preventative or process level controls. Consequently, ermors, or a combination of errors, in the financial
statements could go undetected. These conditions also impact compliance with the Fedaral Managers'
Financial Integrity Act of 1982, as cited in Comment Ii-G.

We recommend that DHS:

31. design continuous monitoring controls to ensure personnel with internal control oversight
responsibilities adequately examine transactions with higher risk of error;

32, seek opportunities to implement more reliable controls earlier in the process to prevent errors at the
transaction source; and

33. enhance intemal testing of both IT and financial controls to identify and remediate deficiencies as they
may arise in order to sustain auditable financial statements in the future.

1D Property, Plant, and Equipment

Background: In FY 2018, USSS continued to experience significant issues in its design and implementation of
confrols over property, plant, and equipment financial reporting. USSS has taken indtial steps to account for its
property through a physical count of property, plant and equipment.

The USCG sustained the progress they had made in FY 2017, however, some cortrol deficiencies related to
property, plant, and equipment persisted.

The National Protection and Programs Directorate (NPPD) has a continuing issue with the review of expenses
to ensure that they are capitalized timely.

Conditions:
USSS did not:

+ implement established inventory policies and control procedures to ensure the completeness,
existence, and accuracy of property, plant and equipment,

.2
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» design and implement sufficient controls to reconcile its property, plant, and equipment detaited sub-
ledger to the general ledger and appropriately track asset activity at a transaction level, and ensure the
timely recording of asset additions, deletions, or other adjustments to property, plant, and equipment;

* design and impiement sufficient controls to appropriately report the asset placed in service date,
maintain support for the date used, and analyze and disaggregate the useful lives among types of

property, ptart and equipment; and

» design and implement controls to determine and review the capitalization thresholds established or
identify instances of and criteria for property, plant, and equipment asset impairment.

USCG did not:

* design and implemnent sufficient controls over the physical count of real property assets to ensure
assets are appropriately and timely inventoried to verify thelr continued existence as recorded in the
general ledger, and

= have controls that were operating effectively over the timely recording of fixed asset addition and
retirement activity in the general ledger.

NPPD did not:

+ implement control activities to identify contracts and expenditures that by their natuwre can be
capitalized, ensure expenditures are appropriately capitalized in a timely manner, and consistently
impiement manual compensating controls.

Cause: USSS performed an inadequate assessment of risks and failed to implemnent contrels related to the
capital property processes, including the proper integration between the sub-ledger and general ledger. USSS
also had inappropriate resources to monitor and oversee the reporting and recording of capital property.
Furthermore, insufficient communication existed among USSS internal groups to ensure proper accountability.

USCG management decided to focus FY 2018 remediation efforts on construction in progress intermal control
deficiencies rather than real property inventory and timely recording of asset activity deficiencies.

NPPD has not designed and implemented sufficient controls across the directorate to develop, document,
implement, and perform robust internal control procedures.

Effect: USSS experienced significant difficulties in providing complete and accurate data to support operating
controls and year-end property, plant, and equipment balances. The aggregate impect of the property, plart,
and equipment deficiencies at USSS, USCG, and NPPD result in a risk that misstatements related to the
completeness, existence, and valuation of property, plant, and equipment are not prevented, or detected and
corrected in a timely manner. The potertial errors identified for property, plant, and equipment were
approximately $300 million.

Recommendations. We recommend that:
USSSs:

34. design and implement controls and procedures to reconcile property, plart, and equipment between the
sub-ledger and the general ledger and identify and investigate all significant differences;

35. adhere to establiched inventory policies and procedures, and design and implement controls to
appropriately track asset activity at the transaction level, and ensure the timely recording of asset
additions, deletions, or other adjustments;
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36. design and implement sufficient controls to support and record the date property is placed in service
and the usefui lives of various types of personal property;

37. design and implement cortrols over the capitalization thresholds established for property, piant, and
equipment;
38. design and implement cortrols and processes to identify inslances and criteria for asset impairment;

39, establish new, or improve current, communication channels and standard operating procedures to
enswre sufficient review of property, plant, and equipment activity and balances; and

40, atiract and deploy additional skilled resources to support the control environment and provide the
necessary financial reporting oversight.

USCG:

41. design and implement real propery inventory controls o ensure the completeness and existence of all
real property assets; and

42 reinforce controls over the timely recording of asset addition and retirement activity to ensure they
operate effectively.

NPPD:

43. design and implement sufficient controls to properly record items that should be capitalized in a timely
fashion.

II-E Custodial Activities: Entry Process, Refunds and Drawbacks, and Selzed Property

Background. CBP comprises approximately 99% of DHS's custodial activities. The majority of CBF's custodial
collections are from merchandise entering the United States from foreign ports of origin, against which CBP
assesses import duties, taxes, and fees. CBP uses Centers of Excellence and Expertise (CEE) to align CBP's
trade relationships with modem business practices. CBP pairs each CEE with specific industries (e.g.,
electronics) to create a uniformity of practices across ports of entry, and to facilitate the timely resolution of
trade compliance issues for their specific industry.

Receipts of import duties and disbursement of refunds are presented on the Statement of Custodial Activity.
Any taxes, duties and trade receivables {TDTR) related to merchandise that has entered commerce but has not
been collected is recorded on the DHS Balance Sheet. TDTRs also include any fines, penalties, and
supplemental duty bills, including anti-dumping and countervailing duties that CBP has assessed against the
trade due to noncompliance with trade laws. To ensure the subsequent collection of these unpaid duties,
taxes, and fees, CBP requires bonds from parties that import merchandise into the United States. The
assessment of liquidated damages against a bond serves to promote compliance with laws and regulations
(identified as the entry process).

Drawback ciaims are a remittance, in whole or in part, of duties, taxes, or fees previously paid by an importer.
Drawback ctaims typically occur when imported goods on which duties, taxes, or fees have been previously
paid are subsequently exported from the United States or destroyed. The Trade Facilitation and Trade
Enforcement Act of 2015 (TFTEA) contains provisions for drawback modemization that simplify the rules for
determining if exports are eligible for drawback refunds, expands the timeframe for drawback claims, and
eliminates some of the documentation requirements. Refund claims are a remittance, in whole or in part, of
duties, taxes, or fees previously paid by an importer. Refund claims typically occur when previous payments
are identified as having been made at the incorrect rate due to free trade programs {i.e., North American Free
Trade Agreement) or errors in the classification of goods imported into the United States.

4
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Many of the conditions cited below have existed for several years. As of February 24, 2018, all refund and
drawback requests are processed in the automated commercial environment (ACE). The transition from the
legacy system allows for the implemenrtation of additional automated controls. However, until the finalzation of
the TFTEA legistation and submission of claims under related provisions, the drawback conditions below will
continue to exist.

CBP seizes various items including prohibited drugs and counterfeit goods. Although CBP does not have law
enforcement authority to prosecute cases, seizures are maintained for evidence. CBP is also the primary
custodian for U.S. Immigration and Customs Enforcement {ICE) seizures. CBP reties on ICE to enter case
information including weights and measures into the selzed property system for tracking purposes.

Conditions. We identified the following internal control deficiencies related to custodial activities at CBP and
ICE that we deemed to, collectively, merit the attention of those charged with governance:

Related to the Entry Process:

¢ CBP did not clearly establish consistent procedures for completing and documenting the review of entry
edit and exception reports. Specifically, items may be included on the report for a given CEE, though
not processed by that CEE, and therefore are not subject to the same level of review.

¢ CBP did not fully establish controls over the inputs to the TDTR estimate. There were instances where
rates used in the Supplemental Duties Bilts estimation model were calculated incomectly.

Related to Refunds and Drawbacks:

¢ The current drawbacks IT system at CBP lacked effective automated controls to prevent, or detect and
correct, excessive drawback claims. The programming logic did not link drawback claims to imports at a
sufficiently detailed level. In addition, the system did not have the capability to compare, verify, and
track essential information on drawback claims to the related underlying consumption entries and
expornt documentation upon which the drawback claims were based. Further, the system had not been
configured to restrict drawback claims to the statutory limits, in accordance with regulations for
applicable drawback claims.

+ Documentation retention periods were not appropriate to ensure that importers maintained support for
drawback transactions for the full claim time-period. CBP did not always maintain support for importers
qualifying for accelerated filer status at one port

¢ Controls over refund disbursements were not operating effectively. Refund disbursements were made
without proper review and approval. In addition, controls over the calculation of interest were not
operating effectively to prevent the miscalculation of interest paid for certain refunds.

Relatad to Seized Property:

s The design of CBF's monthly review control over seized property was inadequate, as it did not identify
unusual weight and measure variances needing further investigation.

» CBP had not designed and implemented adequate controls to verify that the data used to produce the
Seized and Forfeited Property Footnote was complete and accurate,

s CBP lacked sufficient controls over the systemn configuration used to generate seized and forfeited
property reports to ensure ali activity, including tumover seizures, was captured and reparted.

s Processes were not implemented to ensure seized asset transactions were properly and timely
recorded in the seized assets tracking system at CBP and ICE.

5
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CausevEffect: Policies and procedures over the review of entry edit, and exception reports were not sufficient to
ensure personnel performed the controls consistently at all ports and CEE during FY 2018. In addition, existing
policies and precedures do not require timely coordination with all applicable parties. Failure to adhere to
existing policies and procedures consistentiy for review and verification of reports may result in a potential
misstatement to the balance of net TDTR and total cash collections on the Statement of Custodial Activity.
tnadequate controls could result in CBP's failure to identify amounts that are due to the Treasury General Fund.

Failure to fully establish and define control activities related to the entry process could lead to potertial
misstatements of net TDTR on the DHS Balance Sheet and total cash collections on the Staterment of Custodial
Activity.

IT system functionality and outdated IT systems contribute to the wealnesses identified above. Refer to
Comment I-A, Information Technology Controls and Financial Systems. The current refunds and drawbacks [T
system does not prevent the overpayment of legacy drawback claims. Once the TFTEA drawback provisions
are finalized the system configurations will be updated to ensure proper processing of claims filed under
TFTEA. CBP does not currently have sufficient resources to effectively perform compensating manual controls
over drawback claims. TFTEA changed the statutes that govemn the drawback process and further reduced the
need for manual controls. The length of the drawback claim iifecycle often extends beyond the documentation
retention period, which is set by statute. Until effective automated or compensating manual controls are
implemented over the drawback process, CBP may be subject to financial loss due to excessive drawback
claims. In addition, drawback claims are govemed by the laws and regulations in effect at the time of filing. As
the length of the drawback lifecycle can last for years, it will take several years for claims existing prior to the
implementation of TFTEA to be completed. In addition, CBP did not adequately research and determine the
root cause of incorrect system interest calculations.

CBP is responsible for reporting seized and forfeited property that is in its custody. CBP relies on other entities
to enter seizures into the seized property system, but as the custodian, CBP did not recognize their
responsibility to design an effective review process over the input, extraction, or reporting of seized and
forfeited property activity. In addition, ICE did not properly train employees on how to use the seized property
system. The errors in the seized properly data resulted in overstatements of various weights and measures that
required correction in the FY 2018 consolidated financial statements,

Recommendations. We recommend that CBP:
Related to the Entry Process:

44. update and redistribute guidance to appropriate personnel regarding the relevant CBP directives to
ensure consistent performance of controls across all locations;

45. provide training to all personnel on new policies to ensure consistent implementation at decentralized
locations;

Redated to Refunds and Drawbacks:

46. continue implementing requirements of TFTEA, which will take full effect beginning on February 24,
2M9;

47. continue to enhance manual controls to prevent, or detect and correct excessive drawback claims after
the implementation of TFTEA, as curent claime will take severa! years to be processed through the
drawback lifecycle;

48. revise current policies and procedures to ensure appropriate personnel review and approve all refunds
prior to disburserment;
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49. revise policies and procedures to ensure effective review of the interest calculation for refund
disbursements;

50. implement policies and procedures to ensure supporting documentation for accelerated filer status is
maintained,

Related to Seized Property.
51. improve the design of existing review controls over monthly seized property reports;

52. redesign and implement controls over the completeness and accuracy of the data used for reporting
purposes, and

53. redesign and implement controls, in coordination with ICE, to validate that weights and measures
entered into the seized properly system are complete and accurate.

I-F Grants Management

Background: FEMA is the primary grantor within DHS, and manages muttiple Federal disaster and non-disaster
grart programs. In FY 2018, FEMA began implementation of the process to standardize all grant management
activities. This included coordination among the grant regional offices and headquarters as well as among the
various grant programs. Although not fully implemented in FY 2018, FEMA has established policies and
procedures that have been partially executed in FY 2018.

Conditions: The internal control deficiencies related to grants management were reported in the prior year and
persisted in FY 2018. We deemed these deficiencies to, collectively, merit the attention of those charged with

govemance.
FEMA did not:

+ effectively communicate policies and procedures to the regional offices, where the majority of day-to-
day management of its grantees occurs, to ensure that internal controls over the monétoring of grantees’
compliance with laws and regulations had been properly designed and implemented, and were
operating effectively;

« demonstrate effective monitoring of grantees, reconcile grantee quarterly financial reports to FEMA's
systems consistently and effectively, and timely closeout of FEMA grante; and

* issue Management Decision Letters timely for single audit reports available in the Federal Audit
Clearinghouse.

Causa/Effect: FEMA did not fully implemernt policies and procedures over its grant program in order to ensure
compliance with the Single Audit Act, as implemented by Title 2 of the Code of Federal Regulations (CFR), Part
200 - Uniform Administrative Requirements, Cost Principles, and Audit Requiraments for Federal Awards
(Super Circular). In addition, FEMA did not have a grants IT system in place to efficiently and comprehensively
track grants to help ensure that all programmatic events were accurately and timely completed and properly
recorded to the general ledger. Manual processes, which were not always effective, were used to reconcile
open grants within grant systems to FEMA's general ledger systern, and to track grants eligible for closeout.
Refer to Comment LA, Infarmation Technology Controls and Financial Systemns. Historically, responsibilities
surrounding grants management have been assigned to discrete units within the organization, and there was
no overall ceniral oversight to ensure the delegated responsibliities were being effectively caried out for all
grants. In FY 2018, FEMA implemented grant management guidance with policies and procedures applicable
to the discrete units within FEMA. However, the internal controls based on these policies and procedures were
not implemented for the entire fiscal year, Thus, FEMA cannat ensure there is effective management and
administration of the grants process, as well as compliance with provisions of the Single Audit Act. Specifically,
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the failure to implernent standardized intermal controls within FEMA for all of FY 2018 caused difficulty
assembling a comprehensive status of cash on hand at grantees and the status of grards eligible for closeout,
thereby creating risk of excessive cash on hand at grantees and untimely closure of grants.

Recommendations: We recommend that FEMA:

54, implemert a continuous quality assurance and grants monitoring process, including review of comective
actions resulting from procedures over obtaining, timely reviewing, and reconciling required quarterly
grantee reports and procedures to create and track comprehensive lists of FEMA grants eligible for
closeout, and

55. complete the implementation of policies and procedures to ensure full compliance with the Single Audit
Act related to receipt and review of grantees’ single audit reports.
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-G Federsl Managers’ Financial Integrity Act of 1982 (FMEIA)

FMFIA requires agencies to establish effective internal control and financial systems and to continuously
evaluate and assess the effectiveness of their intermal control. DHS's implementation of OMB Circular No. A-
123 faciltates compliance with FMFIA. DHS has implemented a mutti-year plan to achieve full assurance on
internal control. However, the DHS Secrefary’'s Assurance Stafement, dated November 15, 2018, as presented
in Management's Discussion and Analysis of DHS's FY 2018 Agency Financial Report (AFR), acknowledged
the existence of control activities demonstrating material weaknesses, and therefore provided qualified
assurance that interal control over financiat reporting was operating effectively as of Septemnber 30, 2018.
Management's findings were similar to the control deficiencies we have described in Exhibits | and Il. However,
continuous monitoring and testing of both IT and financial controls was not performed for all significant areas.

While we noted DHS progressed toward full compliance with FMFIA and OMB Circular No. A-123, DHS did not
fully establish effective systems, processes, policies, and testing procedures to ensure that intemal controls
were operating effectively throughout DHS. We also noted deficlencies related to monitoring the internal control
system as discussed in Comment 1D, Entify-Level Controls.

Recommendation: We recommend that DHS:

56. continue its comective actions to address internal control deficiencies in order to ensure full compliance
with FMFIA and its OMB Circular No. A-123 approved plan for FY 2019; and

57. conduct complete risk assessments to identify significant risk areas and continuously monitor and test
IT and financial confrols within those areas.

I-H Single Audit Act Amendments of 1096 (Single Audit)

FEMA is the primary grantor within DHS, managing multiple Federal disaster and non-disaster grant programs.
The Single Audit Act Amendments of 1996, as implemented by the Super Circular, requires agencies awarding
grants to monitor their grantees, ensure they receive grantee reports timely, and follow up on single audit
findings to ensure that grantees take appropriate and timely action. Although FEMA monitors grantees and their
single audit findings, FEMA did not fully comply with provigions of the Super Circular in FY 2018. We noted that
FEMA implemented some standardized grants management processes during the year, including new
monitoring policies. However, FEMA did not review all grantee single audit reports in a timely manner. The
failure to implement controls over grants management prevents FEMA from being able to monitor its grantees'
compliance with applicable laws and regulations effectively.

Recommendation. We recommend that FEMA:
58. implement the recommendations in Comment IF, Grants Management.

N4 Antideficiency Act (ADA)

Various management reviews and DHS Office of Inspector General (OIG) investigations ongoing within DHS
have idertified, or may identify, ADA viclations as follows:

e The independent investigation, at the Office of Intelligence and Analysis, related to the obligation of
funds in excess of its continuing resolution apportionment in FY 2012 has been completed. In FY 2017,
the package to notify the President, Congress, and the U.S. Government Accountability Office (GAQ) of
the violation was signed by the DHS Secretary. OMB cleared the package in FY 2018 and the DHS
Office of Legislative Affairs is working with OMB on next steps to deliver the package.

e InFY 2016, ICE finalized its investigation of payments made from FY 2003 to FY 2013 exceeding
statutory authority for continuing to provide medical care for detainees released from custody. The
package to notify the President, Congress, and GAQ of the violation is pending OMB clearance.

.1
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In FY 2017, ICE completed its investigation of a potential ADA, violation related to FY 2016 expenditures
made for improvements to the ICE Director's office in excess of 35,000 without proper Congressional
nofification. The package to notify the President, Congress, and GAO of the violation is pending OMB
clearance

In FY 2018, DHS finalized its investigation related to 42 confract violations (11 with CBP, four with
FEMA, three with the Federal Law Enforcement Training Center, two with ICE, nine with the
Management Directorate, 12 with USCG, and one with USSS) and 104 Other Transaction Agreements
with the Transportation Security Administration in excess of $1 million awarded from FY 2010 to FY
2016 without the appropriate Congressional notification. The package to notify the President, Congress,
and GAO of the violation is pending OMB clearance.

CBRP is investigating a potential ADA violation related to overtime in excess of the annual cap
established in the FY 2015 appropriations acts. DHS is waiting on the decision to a litigation case
before finalizing the report.

CBP is investigating a potential ADA violation related to the obligation of funds on uniform contracts
from FY 2005 to FY 2011 with an open-ended buyout clause.

In FY 2018, USSS completed an investigation of a potential ADA violation related to accepting voluntary
services in FY 2014. The preliminary investigation report is pending review from legal counsel

USCG is investigating a potential ADA violation related to obligating funds in advance of appropriation
during a Government shutdown in FY 2018.

USCG is investigating a potential ADA violation related to potentially obligating funds in FY 2018 on an
anchor chain sourced from China in violation of the Buy American Act and the appropriation,

USCG is investigating a potential ADA violation in FY 2017 and FY 2018 related to obligating funds
from an expired FY 2016 appropriation.

USCG is investigating a potential ADA violaticn refated to 20 leases signed with open-ended
indemnification clauses, unfimited liability, andfor indeterminate amounts from FY 1972 to FY 2015.

FEMA investigated a potential ADA violation refated to obligating funds in FY 2017 under the Federal
Assistance appropriation instead of the Procurement Construction & improvement appropriation and
concluded it was not an ADA violation.

The DHS Financial Operations Division (OFO) is investigating a potential ADA violation related to
obligating funds in the Working Capital Fund in excess of the Fund Balance with Treasury, creating a
negative balance.

Recommendation: We recommend that DHS:
§9. reinforce existing policies and procedures through training to strengthen the implementation and

effectiveness of preventative controls; and

60. complete the internal reviews currently planned or being performed, and properly report the results in

accordance with the ADA, where necessary.

-4 Federal Financial Management Improvement Act of 1996 (FFMIA)

FFMIA Section 803(a) requines that agency Federal financial management systems comply with: (1) applicable
Federal accounting standards, (2) Federal finrancial management system requirements; and (3) the United
States Government Standard General Ledger (USSGL) at the transaction level. FFMIA emphasizes the need
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for agencies to have systems that can generate timely, reliable, and useful information with which to make
informed decisions to ensure ongoing accountability.

Muitiple Components did not fully comply with at least one of the requirements of FFMIA based on criteria set
forth in OMB Circular No. A-123, Appendix D, Compliance with the Federal Financial Management
Improvement Act of 1996. The reasons for noncompliance are reported in Exhibits | and Il. The DHS Secrefary
stated in the Secrelary’s Assurance Stafement, dated Novernber 15, 2018, that DHS's financial management
systems do not substantially conform to govemment-wide requiremenis mandated by FFMIA. DHS's remedial
actions and related timeframes are also preserted in the FY 2018 AFR.

An element within FFMIA, Federal system requirements, entails ensuring security over financial management
information. This element is addressed further in the Federal Information Security Modemization Act of 2014
(FISMA). FISMA requires the head of each agency to be responsible for: (1) providing information security
protections commensurate with the risk and magnitude of the harm resulting from unauthorized access, use,
disclosure, disruption, modification, or destruction of (i) infformation collected or maintained and {il) information
systems used or operated, (2) complying with the requirements of the Act and related policies, procedures,
standards, and guidelines, including (f) information security standards under the United States Code, Title 40,
Section 11331, and (ii) information security standards and guidelines for national security systems; and (3)
ensuring that information security management processes are integrated with agency strategic and operational
planning processes.

We aiso noted weaknesses in financial systems security, reported by us in Comment I-A, Information
Technology Contrals and Financial Systems, which impact DHS’s ability to fully comply with FISMA.

Recommendation: We recommend that DHS:

61. improve its financial management systems o ensure compliance with FFMIA, and implement the
recommendations provided in Exhibits { and .
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MEMORANDUM FOR: John V. Kelly

Senior Official Performing the Duties of the Inspecior General
FROM Sincy Muroutt W =

Acting Chief Financial Offcer

SUBJECL: Fiscal Yoar 2018 Financial and Internal Controls Audin

Tharik you for your audit report on the Department's financial statements and internal controls
over financial seporting for Fscat years (FY) 1018 and 2017 We agree with the independent
Public Acc *s concl We are pleased tn have eamed & unmodified fimancia)
staternent audit opinion for the sixth consecutive year,

Despite the complexities of disparate financial systems and associated business proccsscs,
mansgement continues to make xnd sustain progress a1 many of our large Components such as
the United States Coast Guard, as noted in your repont. The report also highlights significant
firzncial reporting chalkenges at the [Initxd States Scoret Service (USSS), many of which are
related to a recent system upgrade. Although USSS accounts for Jess than 2% of tutal msets mnd
budgrtary resources, we ke the report®s findings very sericusly and arc committed to assigning
the necossary resources to easure remediation of these deficiencics.

In regard to information technology controls, we have prioritized end are addressing the most
sigyificant intemal contral issues across the DHS financial systems portfblio. These effoets spen
nuktiple years and are tightly mumilired, yielding results now, with a clear path to fiture internal
control maturity. We are confideat that with cottinued commitment to and investment in our
DHS finmeial management community, our steady progress will continue in FY 2019,

I look forward to working collaboratively with the Office of Inspector Generzl and the
Independent Public Accountant in the years ahead lo further strenpthen DHS financial
1 and internal I

ww.oig.dhs.gov 1 01G-19-04
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To view this and any of our other reports, please visit our website at:

www.oig.dhs.gov.

For further information or questions, please contact Office of Inspector General
Public Affairs at: DHS-0OIG.OfficePublicAffairs@oig.dhs.gov. . |
Follow us on Twitter at: @dhsoig. :

OIG Hotline

To report fraud, waste, or abuse, visit our website at www oig.dhs gov and click
on the red "Hotline" tab. If you cannot access our website, call our hotline at
(800} 323-8603, fax our hotline at (202) 254-4297, or write to us at:

Department of Homeland Security

Office of Inspector General, Mail Stop 0305
Attention: Hotline

245 Murray Drive, SW

Washington, DC 20528-0305
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Department of Homeland Security

Consolidated Statement of Changes in Net Position

For the Year Ended September 30, 2018

(In Millions)
2018
Combined
Funds from
Dedicated
Collections  Combined All Consolidated
(Note 22) Other Funds  Eliminations Total
Unexpended Appropriations:
Beginning Balances $ - % 5B087Z % - § 5B0,872
Budgetary Financing Sources:
Appropriations Received - 98,018 - 98,018
Appropriations Transferred In/(Out) - (12) - (12)
Other Adjustmentis - (680) - (680)
Appropriations Used - (63,536) - (63,536)
Total Budgetary Financing Sources - 33,790 - 33,790
Total Unexpended Appropriations - 84,662 - 84,662
Cumulative Results of Operations:
Beginning Balances (25,315) (35,339) - (60,654)
Budgetary Financing Sources:
Other Adjustments - - - -
Appropriations Used - 63,536 - 63,536
Non-Exchange Revenue 2594 1 - 2 595
Donations and Forfeitures of Cash and
Cash Equivalents 3 - - 3
Transfers In/(Out) without Reimbursement (3,709) 3,263 - (446)
Other - - - -
Other Financing Sources (Non-exchange):
Donations and Forfeitures of Property - 17 - 17
Transfers In/(Out) without Reimbursement (180) 236 - b6
Imputed Financing 227 1,662 197 1,692
Gain on Debt Cancellation (Note 15) 16,000 - - 16,000
Other 3,610 (1,454) - 2,156
Total Financing Sources 18 545 67,261 197 85,609
Net Cost of Operations 2319 (69,337) (197) (66,821)
Net Change 20,864 (2.076) - 18,788
Cumulative Results of Operations $ (4451) $ (37.415) % - $ (41.866)
NET POSITION $ (4451) $ 47247 % - $ 42796

The accompanying notes are an integral part of these statements.
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15. Debt

Debt at September 30 and activity for fiscal years ended FY 2018 and 2017 consisted of the
following (in millions):

Debt to the Treasury General Fund: 2018 2017
NFIP:
Beginning Balance $ 30425 $ 23000
Mew Borrowing 6,100 7,425
Interest Payable - -
Canceled Debt (16,000) -
Ending Balance 20,525 30,425
DADLP (Credit Reform):
Beginning Balance 15 17
Mew Borrowing 5 2
Repaymenis {4 (4)
Ending Balance 16 15
Total Debt $ 20511 $ 30440

The Department™s intragovernmeantal debt is owed to Treasury and consists of borrowings to
finance FEMA's MFIP and DADLP.

MFIP loans can have up to a 10-year term. Interest rates are obtained from Treasury and range
by cohort year from 1.125 percent to 2.375 parcent as of September 30, 2018, and from
0625 percent to 2.5 percent as of September 20, 2017, Interest is paid semi-annually on
March 31 and September 30. The total interest paid for the year was $368 million and

$394 million as of September 30, 2018 and 2017, respactively. Interest is accrued based on
the loan balances reported. Principal repayments are parmitted any time during the term of
the lpan. At maturity, a loan may be repaid or refinanced. The loan and interest pavments are
financed by the flood premiums from policyholders. Given the current rate structure, FEMA will
not be able to pay its debt from the premium revenue alone; therefore, FEMA doas not
anticipata repaying the debt. As a result of Hurricanes Harvey, Irma, and Maria, Congress
enactad the Additional Supplemental Appropriations for Disaster Relief Requiremeants Act on
October 26, 2017 (P. L. 115-72). The Act provides FEMA's Disaster Relief Fund with an
additional $13, 7680 million for response and recovery activity, and $4.900 million to DADLP for
direct loans to assist local governments in providing essential services. The Act also provides
debt relief and additional borrowing authority for the NFIP by cancelling $16,000 million of the
MFIF’s debt to Treasury.

In accordance with the requirements established by the Biggert-Waters Flood Insurance Reform
Act of 2012, FEMA reports on the status of the debt; interest paid since 2005, and principal
repayments to OMB and Congress on a guarterly basis. These requiremeants established a
quarterly reporting requirement for the Reserve Ratio Requirement. Therg is a separate report
for debt, interest, and principal repayments, where reports are due on a semi-annual basis.
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